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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. 

Applicant's submission filed on 10-13-2009 has been entered. 

2. Claims 1 - 10, 12 - 16, 20, 22, 28 are pending. Claims 1, 12 have been 
amended. Claims 11, 17 - 19, 21, 23 -27, 29 have been cancelled. Claims 1, 20, 24, 
26, 28 are independent. This application was filed on 10-17-2003. 



Response to Arguments 

3. Applicant's arguments have been fully considered but are moot due to new grounds 
of rejection. 

3.1 Applicant argues that the referenced prior art does not disclose, an audit identifier 
embedded into a message attachment. (Remarks Page 6) 

Rodriquez discloses embedding identifying information such as an identifier within 
an attachment to a email message. Rodriquez discloses the information is a URL which 
is analogous to information used for identification such as an identifier, (see Rodriquez 
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col. 5, lines 47-51 : message includes attachment together with identifying information 
(URL); col. 5, lines 22-23: identifying information (URL) embedded with attachment 
when attachment is created) 

And, Leonard discloses audit identification information (an audit identifier) and its 
placement into a mail message, (see Leonard col. 20, lines 54-56; col. 22, lines 55-63: 
message processing information (audit identification information): who received 
message: recipient identification information; who send or originator of message 
identification) 

Previous Responses : 

3.2 There is no disclosure that a report is transmitted after each processed message. 
The claimed invention discloses: "transmit a report to a message originator after 
transmitting said message". The report is transmitted after processing of a message 
whether processing the first message, the last message, or any other message. There 
is no distinguishing which message is currently being processed. Applicant has 
stressed that the report of life history for a message which is equivalent to a report 
detailing the order of custody for a message does not contain information content. 
Examiner is unclear what is meant by this statement. The life history for a message 
contains information such as who opened it, whom it was forwarded from, who modified 
it, and the dates and times when reception, forwarding, and so forth occurred. 

Leonard prior art discloses the embodiment whereby a central server is not used 
for the central storage of messages and the "life history of message". In this 
embodiment, the life history of a message must be within the viewer applet software 
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since the viewer applet travels with the message itself. (Leonard col. 21 , line 53 - col. 
22, line 5: view applet is itself attached to encrypted electronic mail message and 
central server is eliminated entirely) 

Applicant previously stated in remarks that the claimed invention states to embed the 
information concerning the order of custody within the message. The only disclosure 
concerning embedding concerns embedding the audit identifier within an attachment for 
attachment identification. The Brooks prior art discloses attaching an identifier to a 
message, (see Brooks col. 2, lines 31-34: email having the attachment identifier 
attached thereto) 

There is no disclosure for a report identifier to identify a particular report within the 
claimed invention or the specification. There doesn't appear to be any claim limitation 
for identifying a particular report using a report identifier except in Applicant's remarks. 

The Leonard prior art discloses that messages are actually forwarded or resent 
between systems, (see Leonard col. 10, line 67 - col. 11, Iine3: a message to be 
forwarded or resent) Within the embodiment without a central server, a forwarding 
procedure a mail message involves an actual forwarding of the message. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made 
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to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

5. Claims 1 - 10, 12 - 16 are rejected under 35 U.S.C. 103 (a) as being 
unpatentable over Leonard et al. (US Patent No. 6,721,784) in view of Rodriquez et 
al. (U.S. Patent No. 7,107,315). 

Regarding Claim 1, Leonard discloses a communication device for communicating 
messages over a network comprising: at least one transceiver, configured to transmit 
and receive a message having a message identifier and a plurality of recipient 
identifiers wherein the plurality of recipient identifiers indicate an order of custody of the 
message by a plurality of different recipients (see Leonard col. 18, lines 45-50: life 
history of message: who received message, who opened it; to whom forwarded; who 
modified it; who printed it; and data and times actions occurred), and wherein each of 
the plurality of different recipients are unable to edit said plurality of recipient identifiers 
and the order of custody of the message, (see Leonard col. 1 9, lines 34-38: insert into 
the header flags to activate use of processing limitations; prevents editing by the 
recipient; controlled by special viewer) 

Furthermore, Leonard discloses wherein said transceiver is further configured to 
receive, from a server, and place identification information into a message, (see 
Leonard col. 20, lines 54-56; col. 22, lines 55-63: message processing information 
(audit identification information): who received message: recipient identification 
information; who send or originator of message identification) 
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Leonard does not specifically disclose embedding identifying information in an 
attachment. 

However, Rodriquez discloses wherein said transceiver is further configured to receive, 
from a server, an audit identifier and embed said audit identifier into a message 
attachment prior to transmission of said message , (see Rodriquez col. 5, lines 47-51 : 
message includes attachment together with identifying information (URL); col. 5, lines 
22-23: identifying information (URL) embedded with attachment when attachment is 
created) 

It would have been obvious to one of ordinary skill in the art to modify Leonard for 
embedding information in an attachment as taught by Rodriquez. One of ordinary skill 
in the art would have been motivated to employ the teachings of Rodriquez to 
seamlessly enable attachment handlers in an email processing system, (see 
Rodriquez col. 1 , lines 45-47) 

Regarding Claim 2, Leonard discloses the communication device of claim 1 , further 
comprising a memory, configured to store a message log associating a transmitted 
message with said message identifier and with said plurality of recipient identifiers, (see 
Leonard col. 7, line 66 - col. 8, line 4: storage for messages; col 8, lines 16-20: message 
transaction history; identification information) 

Regarding Claim 3, Leonard discloses the communication device of claim 2, wherein: 
said transceiver is further configured to receive, from a recipient of said message, an 
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update of said message log. (see Leonard col. 22, lines 14-18: installed viewer applet 
request information from central server each time message is handled; track all 
transactions; implies storage of current log information to track all message 
transactions) 

Regarding Claim 4, Leonard discloses the communication device of claim 1 , wherein 
said transceiver is further configured to transmit and receive amongst the plurality of 
different recipients via a plurality of transport layer mechanisms, (see Leonard col. 20, 
lines 9-13: transport layer mechanisms for communications between entities) 

Regarding Claim 5, Leonard discloses the communication device of claim 1 , wherein 
said transceiver is further configured to encapsulate said message in accordance with a 
protocol such that said message may be transmitted and received using said protocol, 
(see Leonard col. 4, lines 33-41 : usage of existing protocols for message transfer; col. 
7, lines 53-57: wrapper (encapsulate) message) 

Regarding Claim 6, Leonard discloses the communication device of claim 1 , wherein 
said transceiver is further configured to transmit a report to a message originator after 
transmitting said message wherein said message was previously received from said 
message originator, (see Leonard col. 8, lines 16-20: retrieve information (report) each 
time message is to be handled (each transactions)) 

Regarding Claim 7, Leonard discloses the communication device of claim 1 , wherein 
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said transceiver is further configured to transmit a report to a message originator after 
transmitting said message wherein said message was previously received from a 
message recipient, (see Leonard col. 8, lines 16-20: retrieve information (report) each 
time message is to be handled (each transactions)) 

Regarding Claim 8, Leonard discloses the communication device of claim 1 , wherein 
said transceiver is further configured to receive, from a server, said message identifier 
and add said message identifier into said message prior to transmission of said 
message, (see Leonard col. 20, lines 50-56: sender and time (message identifier) 
coupled to message) 

Regarding Claim 9, Leonard discloses the communication device of claim 1 , wherein 
said transceiver is further configured to transmit a report to a server after transmitting 
said message wherein said message was previously received from said message 
originator, (see Leonard col. 22, lines 14-18: information (report) from the central server 
each time message is handled) 

Regarding Claim 10, Leonard discloses the communication device of claim 1, wherein 
said transceiver is further configured to transmit a report to a server after transmitting 
said message wherein said message was previously received from a message 
recipient, (see Leonard col. 22, lines 14-18: information (report) from the central server 
each time message is handled) 
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Regarding Claim 12, Leonard discloses the communication device of claim 1_, wherein 
said audit identifier uniquely corresponds to the combination of said message identifier, 
said order of said plurality of recipient identifiers, and a message originator identifier, 
(see Leonard col. 20, lines 54-56; col. 22, lines 55-63: message processing information 
(audit identification information): who received message: recipient identification 
information; who send or originator of message identification) 

Regarding Claim 13, Leonard discloses the communication device of claim 1, wherein 
said message comprises an encrypted message header that cannot be edited by 
recipients, (see Leonard col. 1 1 , lines 23-29: encrypting the message; col. 10, lines 60- 
66; col. 15, lines 23-29: message attributes in a header; col. 19, lines 34-38: editing of 
message disabled (cannot be edited)) 

Regarding Claim 14, Leonard discloses the communication device of claim 13, wherein 
said encrypted message header further comprises: a message identifier field; a 
message originator field; and a recipient identifier field for containing said plurality of 
recipient identifiers, (see Leonard col. 10, lines 60-66; col. 15, lines 23-29: message 
header) 

Regarding Claim 15, Leonard discloses the communications device of claim 14, 
wherein said encrypted message header further comprises a message expiration field. 



Application/Control Number: 10/688,815 Page 10 

Art Unit: 2436 

(see Leonard col. 10, lines 60-66: message attributes in a header; (expiration field); col. 
9, lines 23-29: cause message to be erased at a time or date selected; expiration 
period) 

Regarding Claim 16, Leonard discloses the communication device of claim 14, wherein 
said recipient identifier field further comprises a flag field for indicating a message 
originator preference setting, (see Leonard col. 10, lines 60-66: message attributes 
included in a header; col. 15, lines 23-29: message header control bits which selectively 
disable functions) 

6. Claims 20, 22, 28 are rejected under 35 U.S.C. 103 (a) as being unpatentable 
over Leonard-Rodriquez and further in view of Brooks (US Patent No. 7,209,953). 

Regarding Claim 20, Leonard discloses a server comprising: 

a) a processor configured to assign and transmit an audit identifier to a message 
originator communications device via a network, said audit identifier for tracking 
resending and forwarding of said message, wherein said audit identifier uniquely 
corresponds to the combination of a message identifier, an order of recipient 
identifiers, and a message originator identifier; (see Leonard col. 20, lines 54-56; 
col. 22, lines 55-63: message processing information (audit identification 
information): who received message: recipient identification information; who 
send or originator of message identification) and 
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Furthermore, Leonard discloses: 

b) a memory configured to store a plurality of said audit identifiers wherein each of 
said audit identifiers is associated with a message transmitted by said message 
originator communications device, (see Leonard col. 7, line 66 - col. 8, line 4: 
storage message information) 

Leonard does not specifically disclose an attachment and an attachment identifier. 
However, Brooks discloses wherein an attachment and an attachment identifier and 
wherein the audit identifier is embedded into a message attachment, (see Brooks 
col. 2, lines 28-31 ; col. 2, lines 41-44: attachment selection module generates an 
attachment identifier related to the file; col. 2, lines 31-34: email having the 
attachment identifier attached thereto) 

It would have been obvious to one of ordinary skill in the art to modify Leonard 
for a message attachment and identifier as taught by Brooks. One of ordinary skill 
in the art would have been motivated to employ the teachings of Brooks for a 
flexible, user friendly and efficient system and method to transmit file attachments of 
an email securely across a computer network, (see Brooks col. 2, lines 11-14) 

Regarding Claim 22, Leonard discloses the server of claim 21 wherein said audit 
identifier further comprises an identifier specific to said message, (see Leonard col. 20, 
lines 54-56; col. 22, lines 55-63: message processing information (audit identification 
information): who received message: recipient identification information; who send or 
originator of message identification) 
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Leonard does not specifically disclose an attachment and an attachment identifier. 
However, Brooks discloses wherein an attachment or an attachment identifier, (see 
Brooks col. 2, lines 28-31; col. 2, lines 41-44: attachment selection module generates 
an attachment identifier related to the file) 

It would have been obvious to one of ordinary skill in the art to modify Leonard for 
a message attachment and identifier as taught by Brooks. One of ordinary skill in the 
art would have been motivated to employ the teachings of Brooks for a flexible, user 
friendly and efficient system and method to transmit file attachments of an email 
securely across a computer network, (see Brooks col. 2, lines 11-14) 

Regarding Claim 28, Leonard discloses a method of constructing a message by a 
communications device comprising: 

a) generating a message identifier; (see Leonard col. 20, lines 54-56: identify of 
sender and time of message are generated and coupled to message (message 
identifier)) 

Furthermore, Leonard discloses the following: 

b) adding said message identifier into a message header; (see Leonard col. 1 1 , 
lines 23-29: encrypting the message; col. 10, lines 60-66; col. 15, lines 23-29: 
message attributes in a header; col 20, lines 54-56: sender identify coupled to 
message) 

b) adding a message originator identifier to said message header; (see Leonard col. 
11, lines 23-29: encrypting the message; col. 10, lines 60-66; col. 15, lines 23-29: 
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message attributes in a header; col 20, lines 54-56: sender identify coupled to 
message) 

c) adding at least one recipient identifier to said message header; (see Leonard col. 
18, line 4: insert recipient's address in he header (recipient identifier) and 

d) receiving from a server an audit identifier, said audit-identifier useful for tracking 
resending or forwarding of a message attachment, wherein said audit identifier 
uniquely corresponds to the combination of a message identifier, an order of 
recipient identifiers, and a message originator identifier; (see Leonard col. 20, 
lines 54-56; col. 22, lines 55-63: message processing information (audit 
identification information): who received message: recipient identification 
information; who send or originator of message identification) 

e) embedding said audit identifier into said message; (see Leonard col. 20, lines 
54-56; col. 22, lines 55-63: message processing information (audit identification 
information): who received message: recipient identification information; who 
send or originator of message identification) 

f) encrypting said message; (see Leonard col. 1 1 , lines 23-29: encrypting the 
message; attachment is part of message) 

g) encrypting said message header, (see Leonard col. 11, lines 23-29: encrypting 
the message) 

Leonard does not specifically disclose an attachment and an attachment identifier. 
However, Brooks discloses wherein an attachment or an attachment identifier, (see 
Brooks col. 2, lines 28-31; col. 2, lines 41-44: attachment selection module 
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generates an attachment identifier related to the file) 

It would have been obvious to one of ordinary skill in the art to modify Leonard 

to for message attachment and identifier as taught by Brooks. One of ordinary skill 

in the art would have been motivated to employ the teachings of Brooks for a 

flexible, user friendly and efficient system and method to transmit file attachments of 

an email securely across a computer network, (see Brooks col. 2, lines 11-14) 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carlton V. Johnson whose telephone number is 571- 
270-1032. The examiner can normally be reached on Monday thru Friday , 8:00 - 
5:00PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
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Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Carlton V. Johnson 

Examiner 

Art Unit 2436 



CVJ 

November 23, 2009 

/Eleni A Shiferaw/ 

Primary Examiner, Art Unit 2436 



